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EXECUTIVE SUMMARY

This document describes DICJ’s minimum technical requirements for Electronic Card
Shufflers and Electronic Card Shoes for operation in Macau Casinos.

This Standard should be read together with Sections of the Table Games and the
Information Technology of Macau's Minimum internal Control Requirements.

DICJ accepts no responsibility whatever for errors or omissions within this Standard. In
particular, it accepts no responsibility for actual or consequential loss which may be
claimed by any person to be attributable to compliance with the Standard, whether or not
such loss is due to negligence con its part. Electronic Card Shufflers and Electronic Card
Shoes manufacturers and approved testing laboratories may seek clarification of any
matter contained within the Standard, but any such clarification shall be provided by
DICJ in writing, and shall be subject to the same limitation of liability.

To the extent any inconsistency exists between this Standard and a law, regulation,
dispatch, executive order or binding Instruction concerning Electronic Card Shufflers and

— Electronic Card Shoes (“other law”), which may be operative in Macau before, or after,
the commencement date of this Standard (as prescribed in the accompanying DICJ
Instruction), the relevant provisions of the other law will prevail.
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1 INTRODUCTION

11 Purpose

This document describes DICJ’s minimum technical requirements for Electronic Card
Shufflers and Electronic Card Shoes. This standard should be read in conjunction with
Macau legislative requirements and the current version of the Macau EGM Technical
Standards.

1.2 Objectives

The intent of this document is to specify sufficient requirements and controls to ensure
that operation of the Electronic Card Shufflers and Electronic Card Shoes in a manner

that is:
1. Fair
2. Secure;
3. Reliable;
— 4. Auditable.

It is not the intent of this document to unreasonably:

Mandate a single solution or method of realizing an objective;
Limit technology application to gaming equipment;

Limit creativity or variety of choice;

Limit marketability;

Advantage any supplier or manufacturer of equipment; or

e T o

Preclude research and development into new technology, equipment or
innovative solutions.

Hence, this document specifies what the minimum technical requirements for Electronic
Card Shufflers and Electronic Card Shoes are instead of how the requirements should
be met and is not intended to mandate a particular solution or method as the means to
realize the requirement.

The DICJ is the regulatory authority that supervises and regulates the activities of
casinos in Macau. Concessionaires are required to be licensed by law and their
Electronic Card Shufflers and Electronic Card Shoes deployed on the casino floor shall
comply with the technical requirements stated in this document before they can be
lawfully operated in the Macau jurisdiction.

lectronic Card Shufflers & Electronic Card Shoes Page 1 of 9
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1.3 Certification

Certification of Electronic Card Shufflers and Electronic Card Shoes submitted for
approval by DICJ must be undertaken by approved testing laboratories which shall be
required to determine compliance with the technical requirements provided in this
technical standard. Scope of any non-compliance shall be reported in the certification
report. A copy of all certification reports must be lodged with DICJ at the time of
application for approval.

1.4 Regularity of Interpretation

DICJ acknowledges that the technical standards may be subject to different
interpretations by gaming equipment manufacturers, gaming operators and, testing
laboratories. Thus, any comment where different interpretations may be applied to
these technical standards should be referred to DICJ for clarification.

ﬁ\
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2 GENERAL REQUIREMENTS

This standard provides requirements for the operation of Electronic Card Shufflers and
Electronic Card Shoes in Macao Casinos.

21 Definition

1. Electronic Card Shuffler is a device that is designed, at a minimum, to have the
capability to randomly rearrange a deck or decks of playing cards to eradicate
any patterns introduced to the playing cards upon initial use or by prior game

play.

Electronic Card Shoe is a device that is used to hold playing cards with a card
recognition system which reads the rank and suit of each card, and may be distributed to
the player by the dealer.

<

Electranic Card Shufflers & Eiectronic Card Shoes Page 3 of 9
Technical Standards for Macao, Version 1.0

laREmaR  Bals A-d BUEENE 201948165
DICT - Modelo 6 Formato A-4 Imp. Out. 2019



L R O A

Governo da Regido Administrativa Especial de Macau

Mo Bt R

Direegiio de Inspecgiio e Coordenaciio de Jogos

3 SOFTWARE REQUIREMENTS

3.1 Critical Memory
1. All critical data must be stored using a fault tolerant methodology that enables
errors to be identified and corrected in most circumstances;

2. Critical memory data storage shall be capable of reliably preserving its memory
contents, including the game history, for at least ten (10) days with the mains
power switched off; and

3. A proven and reliable mechanism shall be implemented to check for any
corruption of critical memory locations used for crucial functions. When any
corruption is found, the device should be halt immediately with a proper message
describing on its indicator.

3.2 Program Requirements

3.2.1 Program Storage
The program, including the RNG algorithm, shall be stored in either:

1. Non-alterable memory devices;
2. Memory devices with the implementation of write protection; or

3. Memory devices with sufficient proprietary controls and mechanisms set in
place by manufacturer to restrict modification access.

3.2.2 Program Authentication

Every device shall contain a proven and robust mechanism which has the capability to
internally authenticate and verify that the program has not been corrupted or altered
prior to use or loading. Such mechanism shall prevent further operation of the device if
unexpected data or inconsistencies are found.

3.2.3 Program Integrity Verification

The device shall utilize an integrity verification with a secured hashing method of at least
160 bits such as SHA-1, or other existing hashing methods of equal or higher security
level. The verification of the integrity verification is expected to be done internally and

externally.
3.3 Independent Program Verification
Elestrenic Card Shufflers & Electronic Card Shoes Page 4 of 9
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The device shall have the ability to allow for an independent integrity verification of the
device's program (firmware and/or software). This integrity verification will provide a
means for field verification to ascertain the consistency of the program.

Integrity verifications shall utilize mechanism with at least one secured hashing method
of at least 160 bits based on open hash standards such as SHA-1 or other existing
hashing methods of equal or higher security level.

3.4 Communications Protocol

All external data communication shall be protocol based and/or integrate an error
detection and correction scheme to ensure an accuracy of not less than 99% of
messages received.

3.5 Error Condition

In the event of an error condition, there shall be an appropriate indicator to signify
that an error has occurred. If a display screen is present, a wording message
describing the error shall be displayed.

3.6 Program Interruption and Resumption
1. Program Interruption

If the device is interrupted due to an error condition, then upon a power reset, the
specific error message shall still be displayed and the device shail remain locked-
up if the error is still active.

2. Program Resumption

Upon program resumption, the device shall meet the requirements as specific in
section 3.2.2, Program Authentication, of this document.

3.7 Random Number Generator (RNG)
If the device supports a shuffling capability, the following requirements shall be met:

1. The RNG used in the shuffler shall comply with the RNG requirements specified
in the latest version of the DICJ EGM Technical Standards.

2. The set of possible outcomes produced by the RNG solution (i.e. the RNG
period), taken as a whole, shall be sufficiently large to ensure that all outcomes
shall be available on every shuffle with the appropriate likelihood, independent of

Yﬂ\ previously produced outcomes, except where specified by the game design.
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4 DEVICE REQUIREMENTS

4.1 Equipment Identification

The device shall be identifiable, at minimum, with the following information:
a. The name of manufacturer;
b. A unique serial number;
¢. The model number; and
d. The date of manufacture.

If a display screen is present, the device shall be able to display the version of the software
on the display screen.

4.2 Electrical Interference

The device shall comply with the interference requirements specified in the latest
version of the DICJ EGM Technical Standards.

4.3 Physical Construction

The body of the device shall be constructed using solid material that is opaque, with all
loose panels secured in a way to ensure that they have not been tampered with or
conceal any hidden compartment.

1. The cover/lip shall be served to obscure the back pattern of the playing card. The
roller of an Electronic Card Shoe shall be constructed using solid material, with
no loose panel that may conceal any hidden compartment. Any wheel on the
rolier shall be able to move freely.

2. The roller of the device shail:

a. Be designed so that when positioned at the top of the ramp, it will roll to the
bottom of its own accord; and

b. Be constructed and fitted to prevent ‘seconds’ from inadvertently being
dealt.

4.4 Equipment Integrity

!- 1. The device shall be designed to facilitate the dealing of cards without revealing
their face values.

Electroric Card Shufflers & Electronic Card Shoes Page 6 of 9
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2. The device shall be secured to preclude the possibility of viewing of cards loaded
into the device.

3. The device shall not provide any real-time information, for the current game being
played, that can be used to aid in the:
a. Projection of the outcome of the game;
b. Tracking of the cards played and cards remaining to be played;
c. Analysis of the probability of the occurrence of an event relating to a game; or
d

. Analysis of the strategy for playing or betting to be used in the game, unless
the game rules approved by the Authority specifically mention and
allow for ancillary devices that assist the player in making a decision.

4. Ancillary devices mentioned in above have to be separately approved by
the Authority.

5. There shall be mechanisms and controls in place to prevent the access to any
critical portion of the device, including the program storage media and the cards
loaded into the device, which may affect the integrity and the security of the

— device.

6. Any change to password access shall only be possible by authorized personnel.

4.5 Shuffling Functionality
If the device supports a shuffling capability, the following requirements shall be met:

1. The device shall be designed to completely eradicate any pattern(s) introduced
to the playing cards.

2. During normal shuffling operation, the device shall not leave any markings or
cause any damage to the cards that may assist, help or otherwise aid the
player to identify any of the cards.

4.6 Card Recognition Functionality

4.6.1If the device is capable of card recognition functionality, it shall:

a. Ensure 100% accuracy in its card recognition technology. This
accuracy requirement will, however, not take into consideration errors
induced by the print quality and condition of cards used, mishandling of
device, wear and tear of device and operationai/environmental conditions

ﬁ\ not recommended by the manufacturer;
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b. Not provide any information that may be used to compromise the cards
contained in the device;

¢. Not interfere with or modify the device’s behavior beyond the
documented functionality of the device software; and

d. Have access control to restrict access to the history of game(s) played.

4.7 Card Inventory Count

If the device is capable of card inventory count, the device must provide an accurate
count based on the number of decks being used.

4.8 Hand Formation Functionality

1. If the device is capable of hand formation, it shall ensure the correct number of
playing cards per hand.

2. If the device is capable of hand formation, all dealt hands shall meet the
requirements of Section 3.7, Random Number Generator, of this document.
4.9 Game History and Errors
If the device is capable of displaying the history of game resuits and errors, it shall do so

with 100% accuracy.

410  Multiple Game Functionality

If the device is capable of shuffling or dealing more than one type of game, the device
shall indicate the current game being shuffled or deal,

~t—
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Approval The legal act of approving gaming equipment.

Card Recognition The process of recognition the entirety of cards in the anticipated number
of decks to be shuffled.

Critical Memory Memory focations storing information that is considered vital for the
continued proper operation of the device.

Electronic Card Shuffler | A device designed, at a minimum, to have the capability to randomly
rearrange a deck or decks of playing cards to eradicate any patterns
introduced to the playing cards upon initial use or by prior game play.

Electronic Card Shoe A device used to hold playing cards with a card recognition systern which
reads the rank and suit of each card, and may be distributed to the player
by the dealer.

Elecirical Interference The physical property of being able to create electronic interference to a
device by either discharging static electricity onto the surface of the unit
_ (such as from a user), or via a mains power or communication cable (from
lightning for exampie).

Hashing Method Generally, a function which accepts a variable length data message and
produces a fixed length message digest (i.e. hashing algorithm signature).

SHA1 Secure Hash Algorithm 1 (SHA1) is a cryptographic hash function which
takes an input and produces a 160-bit (20-byte) hash value known as a
message digest — typically rendered as a hexadecimal number, 40 digits
long. The Message Authentication Code'. Calculated using a
cryptographic Hash Algorithm in combination with an input key.

RNG Random Number Generator (RNG) is a device which generates number
values that state characteristics of randomness.

Second(s) An extra card beyond the first.

Shuffle The procedure of randomly rearrange a deck or decks of playing cards to
eradicate any patterns introduced to the playing cards upon initial use or by
prior game play.

Verification A procedure of examination that the content of program/software is not
corrupted,
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