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EXECUTIVE SUMMARY

This document describes DICJ’s minimum technical requirements for a Central Monitoring System /
Casino Management System operating in Macau Casinos.

This Standard only covers requirements for Central Monitoring Systems / Casino Management Systems
and does not cover technical requirements for Cashless Wagering Systems and client server systems.
This Standard should be read together with Section B and D of Macau’s Minimum Internal Control
Requirements.

DICJ accepts no responsibility whatever for errors or omissions within this Standard. In particular, it
accepts no responsibility for actual or consequential loss which may be claimed by any person to be
attributable to compliance with the Standard, whether such loss is due to negligence on its part, or not.
Electronic gaming machine manufacturers and approved testing laboratories may seek clarification of any
matter contained within the Standard, but any such clarification shall be provided by DICJ in writing, and
shall be subject to the same limitation of liability.

Software change which materially alters the operation, fairess, security, reliability or auditability of the
affected Central Monitoring System or game, especially software changes must comply with the

—  requirements specified in this Standard. While DICJ will consider any submission made by an authorized
EGM manufacturer regarding the nature of a software change, it will make a binding determination as to
whether the software change constitutes a material alteration.

To the extent any inconsistency exists between this Standard and a law, regulation, dispatch, executive
order or binding Instruction concerning gaming machines (“other law”), which may be operative in Macau
before, or after, the commencement date of this Standard (as prescribed in the accompanying DICJ
Instruction), the relevant provisions of the other law will prevail.
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1 INTRODUCTION
11 Purpose

This document describes DICJ's minimum technical requirements for Central Monitering System / Casino
Management System.

This standard should be read in conjunction with Macau legislative requirements.

1.2 Objectives

The intent of this document is to specify sufficient requirements and controls to ensure that operation of
the Central Monitoring System / Casino Management System occurs in a manner that is:

1. Fair;

2. Secure;
3. Reliable;
4, Auditable.

It is not the intent of this document to unreasonably:
5. Mandate a single solution or method of realizing an objective;
6. Limit technology application to gaming equipment;
7. Limit creativity or variety of choice;
8. Limit marketability;
9. Advantage any supplier or manufacturer of equipment; or
10. Preclude research and development into new technology, equipment or innovative solutions.

Hence, this document specifies what the minimum technical requirements for Central Monitoring System /
Casino Management System are instead of how the requirements should be met and is not intended to
mandate a particular solution or method as the means to realize the requirement.

The DICJ is the regulatory authority that supervises and regulates the activities of casinos in Macau.
Concessionaires are required to be licensed by law and their gaming machines deployed on the casino
floor shall comply with the technical requirements stated in this document before they can be lawfully
operated in the Macau jurisdiction.

1.3 Certification

Certification of Central Monitoring System / Casino Management System submitted for approval by DICJ
must be undertaken by approved testing laboratories which shall be required to determine compliance
with the technical requirements provided in this technical standard. Scope of any non-compliance shall be
reported in the certification report. A copy of all certification reports must be lodged with DICJ at the time
of application for Approval.

CMS Technical Standards For Macau Version 1.0 Page 1 of 20
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1.4 Regularity of Interpretation

DICJ acknowledges that the technical standards may be subject to different interpretations by central
monitoring system / casino management system manufacturers, gaming operators and, testing
laboratories. Thus, any comment where different interpretations may be applied to these technical
standards should be referred to DICJ for clarification.

1.5 Coverage

The areas of this standard covers:

1. The minimum technical requirement in the operation of the Slot Central Monitoring System /

Casino Management System (CMS) so that integrity, reliability and security of the system are
achieved;

2. The interfaces to the EGMs for communicating mandatory metering data, security event, voucher
records;

3. The minimum requirement for reporting Slot Master List, Slot Revenue, Events, Meters, and

4. Reporting of the communication events originated at the gaming device level to the CMS.

CMS Technical Standards For Macau Version 1.0 Page 2 of 20
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2 EGM MONITORING AND CONTROL
21 Configuration Requirements

1. The CMS shall provide a function for registering a new gaming machine with a unique identifier
(e.g. Serial Number or Asset Number) and a unique floor location.

2. The system shall not permit duplicate creation of the unique identifying field and the floor location
field.

3. The CMS shall support the capability to register and report all configuration information associated
with a gaming machine. As a minimum, the CMS shall support the following:

a. Unique identification number (Serial Number or Asset Number)
b. DICJ Number;
c. Unique Floor location number;
d. Manufacturer Name;
e. Game Name;
f.  Maximum Bet;
e g. Denomination of the gaming machine;
Theoretical hold of the gaming machine including jackpot contributions;
i. Base/Shell/OS Signature Types & Results;
J. Game Signature Types & Results;

k. Accounting meters (as specified in EGM Technical Standards) and peripheral
configurations;

. Functionality supported such as Voucher In/Voucher Out, Cashless, jackpot etc. and

m. Game details including game name and Control program(s) within the gaming machine.
4. The CMS shall be capable of reading each gaming machine configuration by using its unique id;
5. The CMS shall be capable of reading each individual gaming machine meters;

6. The CMS shall maintain a complete history of changes made to the configuration of all gaming
machines;

7. At a minimum, the CMS shall have a capability to print and/or display any retained historical
information based on the unique identifying fields;

8. The CMS shall be capable to designate which gaming machines offer jackpots;

9. The CMS shall provide the capability to account for standalone jackpot configurations;

CMS Technical Standards For Macau Version 1.0 Page 3 of 20
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10. All information relating to jackpot/progressive winnings shall be transferred to CMS. If the
jackpot/progressive controller is able to communicate with the CMS, configuration setting of the
jackpot/progressive shall be captured by the CMS as well;

11. The CMS shall support the capability of issuing real time commands to the gaming machine for
information retrieval and gaming machine control functions;

12. The CMS shall store history of all machine events. It shall support the capability of alert for illegal
events and unexpected gaming data (eg. illegal door open, illegal drop box access, high win, etc.)

13. The CMS shall support the capability for time synchronization of all gaming machines from a
selected node within the system: and

14. The CMS may provide the capability to easily attach/detach gaming machines with jackpot
configurations.

2.2 Game Verification

1. Game verification may be triggered or initiated by a user for specific event(s) on EGM. To ensure

full coverage, gaming verification, where supported, should be performed after each of following
incidents:

a. EGM power up; and
b. Loading of the program files.

2. The CMS shall be notified (through an exception triggered by the EGM) when a signature
verification check failure occurs on any EGM if the CMS provides the function for signature
verification of the EGM.

3. When a signature check failure is recognized, the failed EGM shall be prevented from performing
any monetary transaction.

2.3 Metering

1. The CMS shall be able to collect and individually report all the meters specified in the Macau EGM
Standards.

2. Real-time meter data retrieved from an EGM must be stored as gross values and not as an
incremental or delta values.

3. Meters or files associated with player entitiement shall be securely stored and any alternation to
these accounts must result in an audit trail.

4. At a minimum, the CMS shall collect and store all the meters specified in the Macau EGM
Standards from all the gaming machines at a period specified within the system.

5. Meter information shall be stored and made retrievable from online, near-line or offline storage for
a minimum period of five (5) years.

6. The CMS shall be capable of storing meters of at least ten decimal digits.

CMS Technical Standards For Macau Version 1.0 Page 4 of 20
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7. The CMS shall store history of all meter changes. It must not be possible to alter the history of
these changes made to the meters.

8. The CMS shall store adequate meter information at any point of time in order to recover the last
known valid meters under situation such as machine RAM corruption.

9. The CMS shall report all instances where it receives no end-of-day meter values from a gaming
machine or it has received a suspect meter value from a gaming machine, so that the
circumstances can be investigated and the meter values entered or altered manually.

10. The CMS shall be capable of producing reports whose calculations are based on absolute meter
values obtained from the various gaming machines within the system rather than performing the
calculations based on incremental values.

11. It must be possible, in conjunction with appropriate manual procedures, to calculate the correct
daily revenue when the following exceptional circumstances have occurred during the day:

a. A RAM reset has occurred on a gaming machine;

b. A meter rollover has occurred on a gaming machine;
c. A gaming machine has been moved or retired;

d. A new gaming machine has been installed;

. e. Multiple configuration changes are made for a gaming machine within one gaming day;
and

f. A gaming machine has lost communication for a prolonged period of time.
24 Exception Reporting

1. The CMS shall have the capability to store and report all the events specified in the Macau EGM
Standards.

2. The CMS shall also report and store all events reported by all the nodes other than the EGMs
such as interface units and floor controllers.

3. Each event shall be associated with a unique number/code that identifies the event as well as the
unique floor location and asset number / serial number of EGM for the device that is reporting the
event. It may also contain a brief description of the event.

4. The CMS shall report any loss of communication to any gaming machine or to any other nodes. It
shall also report when any communications are re-established.

5. The CMS shall report any gaming machine backwards meter movements (except credit meter),
meter rollover and unreasonable meter increments;

6. If implemented, the CMS shall register any signature checking failures.

7. The CMS shall provide a display in real time of critical events and faults that may indicate that
system security or integrity is compromised.
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R

S R W A-d BIRSEIFE 20054 121
DICJ — Madelo 6 Formato A-4 Imp, Dez. 2015



WOORE O 1T OB I BT

Governo da Regido Administrativa Especial de Macau

(LA

Direccao de Inspeccao e Coordenacio de Jogos

8. At a minimum, the exception reporting facility shall have the capability to report only on selected
event/s within a given period for a selected devicels.

9. The CMS shall have the capability to interface and forward selected events to other casino
systems such as pager and surveillance systems.

10. All exception reporting shall be time stamped with the local time.

11. All applicable exception reporting shall also be stamped with the user name and employee
identification.

All exception reporting shall be stamped with the Casino name.
2.5 Functionality

1. A CMS shall include capability to capture and processes every handpay message from each
gaming machine. Handpay message shall be created for single win (jackpot), progressive
jackpots and accumulated credit cash outs (cancelled credits) that result in handpays.

2. A Hopper Fill is normally initiated from a hopper empty message. An allowable exception to
hopper fill initiation would be where the system provides preventive or maintenance fill
functionality, in which the transaction may be initiated by system or an authorized user.

3. Once captured, there must be access controls to allow for authorization, alteration, or void of any
values prior to payment or authorization.
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3 SYSTEM COMPONENT REQUIREMENTS
31 Front End Processor and Data Collector

For a CMS that may possess a Front End Processor (FEP) that gathers and relays all data from the
connected Data Collectors to the associated database(s) and the Data Collectors, in turn, collect all data
from connected EGMs, the communication between components shall be adequately secure and conform
to the communication protocol requirements stated in Section 5.9. If the FEP maintains buffered/logging

information, then a secure mechanism shall be in place to prevent the loss of critical information contained
herein.

3.2 Server
1. The CMS shall comprise of networked systems that direct overall operation and an associated
database that stores all entered and collected information.

2. The CMS shall be designed so that no single point failure of any system component will cause the
cessation of the system operation.

3. The CMS shall maintain an internal clock that accurately reflects the current time (in hours,
minutes and seconds) and date that shall be used to provide for the following:

— a. Time stamping of significant events:
b. Reference clock for reporting; and
c. Time stamping of configuration changes.

4. The CMS shall support the capability of maintaining and synchronizing the time for all connected
EGMs within accuracy of sixty (60) seconds so as to ensure that time stamping of all events and
data is correct.

3.3 Interface

1. Each CMS' interface component is designed to fit within a secure area of the EGM and shall
employ a secure communication method between the interface component and the CMS.

2. If not directly communicating EGM meters, the interface component must maintain separate
electronic meters to preclude the loss of information from meter rollovers, or a means to identify
multiple rollovers in the connected gaming machine.

3. If unable to communicate with the CMS, the interface component must be able to preserve all
metering and exception information until at such time the information can be communicated to the
CMS. EGMs operation may continue until the stage that critical data will be overwritten.

4. An interface component shall have a mechanism whereby an error will not cause the loss of
stored accounting meter information.
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5. Data captured by electronic meters but not be transmitted to CMS shall be preserved after a
power loss to an interface component and shall be maintained for a period of at least twenty-four
(24) hours.

8. Interface components shall allow for the configuration of a unique identification number, to be
used in conjunction with the EGM file in the CMS. This identification number shall be used by the
CMS to track all mandatory information of the associated EGMs.
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4 SECURITY REQUIREMENTS
4.1 Computer System Requirements
1. The architecture of the CMS shall be designed such that under normal operating conditions no

single point of failure would interrupt the operation of the CMS.

2. The computer rooms of the central computers of the CMS shall meet the relevant national
standards of secure computer rooms, minimum infrastructure and, environmental requirements of
the system supplier.

3. All doors of the CMS cabinet and equipment racks shall be equipped with locks, the keys to which
will be controlled by a sign-out log.

4. The computer systems shall be protected against power fluctuations and temporary loss of power
by installation of a UPS or other such device.

5. Access to the computer room shall be controlled through physical and electronic monitoring. All
access shall be recorded and logged for further verification.

6. Communications between the CMS hosts and the other gaming machines shall be protected from
un-authorized access, modification or impersonation.

— 7. The CMS system shall incorporate a secure method to prevent modification and unauthorized
viewing of all secure data associated with all critical and sensitive information.

8. The CMS shall be designed such that the access privileges required to perform different types of
user functions shall be associated with different types of user accounts in order to restrict access
to secure and sensitive sections of the CMS.

9. CMS hosts shall not be equipped with wireless interfaces.
10. All successful and unsuccessful access attempts to CMS hosts shall be recorded in an audit trail.
11. All passwords in the system shall be stored in an encrypted, non-reversible form.

12. The CMS shall not permit alteration of any metering data, validation data (TITO) and event log
information that was properly communication from the EGM.

13. The CMS may permit alteration of any metering data, validation data (TITO) and event log

information that was not properly communicated from the EGM with the alteration recorded in an
audit trail.

14. In the event financial data is changed, an automated audit log must be generated at a minimum to
capture the following:

a. Data element & value before change;
b. Data element & value after change;
c. Time and date of change; and

d. User(id) which performs the change.
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The system(s) used for developing or testing shall be completely separated from the live system
and its database.

Remote access procedures shall be approved by the DICJ.

Firewalls used to protect production server networks shall be able to log audit information in a
manner to secure the information from potential intrusion. The casino operator must document
the security logging procedure for DICJ approval.

CMS items (e.g. servers, gateways, communication controllers etc) located in any area not
restricted to authorized personnel shall be securely housed, physically locked and may have door
open sensors.

Backup & Recovery

It must be possible to restore the CMS with no loss of data due to any failure to equipment or
otherwise. As a minimum:

a. Regular and periodic back-ups of data must be carried out, and
b. These back-ups should be stored off-site, or

c. A real-time copy of the data must be held in at least in one other geographical location.
Data Retention

Game play statistics, machine events, configuration data are to be held for each individual EGM in
the CMS.

The calculated player return statistics for each game shall be maintained by the CMS.

Accounting and security event data are to be held for each individual EGM.

Code Download Requirements

Downloads or uploads of code from or to CMS hosts shall be secure using industry best practices
and shall be approved by DICJ.

An audit log shall record the time and date of any download. The audit log shall also contain which

version(s) of code was downloaded and the user who initiated the download.

System Integrity
The CMS system may have a capability to authenticate the identity of all the gaming machines.
Verification shall be performed at least after each of the following events:

a. Before they are first enrolled on the system;

b. Gaming machine power up; and

c. Loading of program files.
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2. CMS shall be designed and developed to provide assurance of data accuracy and integrity.
There shall be:

a. Input data validation controls to ensure that input data is appropriate:

b. Processing controls to detect errors in the completeness and accuracy of the processing
and update of system; and

c. Output data controls to ensure the accuracy of information being output or reported.
3. The integrity of the CMS software shall be maintained during operation.

4. The CMS shall have a capability to validate the identity of the device from which any
communication data has originated and reject data packets received from any nodes not
authenticated by the CMS. Any communication received from any nodes not authenticated by the
CMS shall be reported in the exception reporting.

5. The CMS shall have the capability to detect and record any unreasonable or corrupt
communication information received.

6. The CMS may have the capability to perform the signature verification and automatic validation of
the software operating in the gaming machine using the verification process supported by the
protocol used for communication between the gaming machine and the immediate machine
communication interface.

7. The CMS may have the capability to periodically authenticate the various nodes within the
system.

8. The CMS may have the capability to manually verify the authenticity of a given node at any time
using a selected seed.

9. The CMS may provide support for concurrent validation of different versions of software for the
same device.

10. If implemented, when a signature check failure is detected, the CMS should exclude the gaming
machine/s as well as any other system components that failed the signature checking from
performing any monetary transactions.

4.6 Events

1. The CMS shall provide an online search facility that enables comprehensive searching of the
event log for the present and for a minimum of the previous sixty (60) days of data. The search
facility shall have the ability to perform a search based at least on the following:

a. Date and Time range;
b. Unigue interface element/EGM identification number; and
c. Event number/identifier.
2. Each event shall be stored in a database(s) which includes at least the following:

a. Date and time when the event occurred;
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a. Identity of the EGM/node that generated the event;
b. A unique number that defines the event: and
c. A brief text that describes the event.

3. In the event of an unauthorized access of the logic area containing software, the EGM shall raise
a real-time priority exception to the CMS.

4. The CMS shall generate the alerts for link down detection of any EGM with minimal delay. Such
error condition shall be rectified within the time frame stipulated by the operator's Internal Control
Procedure with no loss of data residing on the EGM (Which shall be gathered by CMS upon
resumption of connectivity or EGM coming back online).

5. The CMS shall detect and alert any unauthorized changing of the events log and/or game play
transactions.

4.7 Encryption

1. All critical data communication that will affect revenue and is unsecured either in transmission or
implementation must employ encryption. The encryption logarithm must employ variable keys or
similar methodology to preserve secure communication.

2. In instances where encryption of any data is required, the CMS shall have the capability to
automatically generate and change all the encryption keys associated with the data
communication and storage of data at least once a day. Additionally, the CMS shall have the
capability to change these keys manually at any time. It is essential to ensure the integrity of the
data in instances where a possible intrusion is suspected or detected.

4.8 CMS Verification

1. A CMS System Baseline shall be developed covering the core areas of the system (both
hardware and software) and documented in the System Baseline Document. The System
Baseline Document shall be filed with DICJ.

2. The CMS shall provide a method to verify the integrity of all the application software listed in the
System Baseline Document.

3. All changes to the CMS software contained in the System Baseline Document shall be authorized
by DICJ before they are implemented.

4. All CMS hosts shall have software change control procedures and the operator must maintain a
log of changes to the infrastructure.

5. There shall be adequate procedures in place to ensure that portions of the system outside the
baseline envelope are checked regularly to ensure unauthorized activities are not taking place on
the system.

6. Software (e.g. individual application files) shall be clearly labeled and contain sufficient information
to identify the version and any modification.
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4.9 Communications

1. The communication path between gaming machines and CMS shall be implemented using a

proven and reliable communication protocol and network architecture that is robust against
potential attacks.

2. Individual network segments shall be isolated from each other and protected using firewalls that
are able to log audit information to a central logging host.

3. The Communication protocol between the EGMs (interface cards) and CMS shall provide the
following:

a. All critical data communication shall be protocol based and incorporate an error detection
and correction scheme to ensure an accuracy of ninety-nine (99%) or better of message
received,;

b. The defined communication protocol shall include the following:
i) Error Control;
i) Flow Control;
iii) Link Control (remote connection).
4. In event of communication breakdown between the EGM and CMS, the EGM shall;
a. Not respond to the validation request and reject voucher inserted;
b. Prevent further voucher issuance (for system generated validation number); or

c. Continue with the issuance of voucher (for EGM generated validation numbers) if

mechanism is in place to guarantee that all buffered validation records be read by the
CMS subsequently.
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5 REPORTING REQUIREMENTS

1. The CMS shall have the capability to generate all the financial reconciliation and variance reports
as specified by DICJ in the ‘Reporting Requirements’ specifications.

2. The CMS shall provide the capability to calculate the revenue based on the soft meters collected
from the gaming machines or based on the actual drop/count figures.

3. The CMS shall be able to produce a report showing the net win, theoretical win (based on gaming
machine's theoretical RTP) and variances for all gaming machines.

4. While calculating the reporting data the values must not be rounded or truncated in-order to
eliminate any reporting errors.

5. The CMS may perform validity checks on the parameter ranges input from the user. An option to
show valid parameter range for any user input filed is recommended.

6. All reports shall support the maximum field range. Where the report is insufficient to display the
information, a separate means to access this data must be provided.

7. An empty report (i.e. a valid report with no data) must conform to the same identification
requirements.

8. Reporting of data for a given field shall be consistent across all the reports. Additionally, the

representation of fields shall comply with local representation of similar standard fields such as
currency, date and time.

9. The system shall be designed such that generation of any reports will not significantly affect the
CMS response time to the gaming machines.

10. All reports are to be generated with respect to the local time zone.

11. The system may have a capability to generate “Flash Revenue Reports” as soon as the end-of-
day time is elapsed. A capability to generate “Adjustment Report’ providing details of the
accounting adjustments and the final reports is also recommended.

12. The CMS may include the operating user name and employee identification or similar identifier.
For systems that do not provide this capability, the venue must maintain controls to ensure all
reports include the operating user name or similar identifier.

13. All reports shall include the casino name.
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6 VOUCHER IN/VOUCHER OUT
6.1 General

A ticket/voucher validation system may be entirely integrated into a CMS or exist as an entirely separate
entity. A gaming machine supporting ticket/voucher validation capability shall be equipped with a voucher
reader and voucher printer, each of which has a communication connection to the validation system. The
vouchers can either be redeemed for cash at the cage or the kiosk, or inserted for play into other gaming
machines (redeemed as credits).

Ticket/\Voucher validation systems are generally classified into two types:

1. "Voucher In & Voucher Out' system that allows a player to insert the ticket/voucher in a gaming

machine to redeem for credits and enable a player to redeem their current credits to a voucher:
and

2. "Voucher Out’ system only allows a player to redeem their credits to a voucher.

This section primarily provides specifications for ‘Voucher In & Voucher Out’ system.
6.2 Ticket/Voucher Redemption
— 1. Ticket/\Voucher redemption on a gaming machine or any other devices such as Kiosks shall only
be possible when the gaming machine is linked to an approved validation system.
2. Validation approval shall only be coming from the voucher validation system.

3. The validation system shall process voucher redemption correctly according to the secure
communication protocol implemented.

4. The Ticket/Voucher host shall have the capability to validate and accept only genuine and
authorized vouchers. This validation technique shall have as a minimum, the capability to prevent
validation of duplicate, incomplete, voided, reproduced or copied vouchers.

5. The Ticket/Voucher system shall provide the capability for the display of relevant informative
messages whenever a player-initiated ticket or voucher is being processed for payment.

6. The validation system shall update the Ticket/\VVoucher status on the database during each phase
of the redemption process. As a minimum, whenever the voucher status changes, the following
information shall be recorded:

a. Date and time of status change;

b. Voucher status;

c. Voucher value; and

d. Machine number or source identification from where the voucher information came from.
7. The validation system shall be able to identify and notify the cashier of the following conditions:

a. Voucher cannot be found on file (stale date, forgery, etc);

CMS Technical Standards For Macau Version 1.0 Page 15 of 20

WEEL 105 M A-4 HUBSED{E 2015 1F12H
DICT — Modelo 6 Farmato A-4 Imp. Dez. 2015



A A T

Governo da Regido Administrativa Especial de Macau

MEof W%t bW R

Direcc¢io de Inspecciio e Coordenacio de Jogos

b. Voucher has already been paid;
c. Amount of voucher differs from amount from file; or

d. The voucher is in an intermediate/lockup state

8. All validation terminals for cashier/change booth operation shall be user and password controlled
9. The validation system shall be able to identify and notify the cashier the following conditions:
a. Voucher cannot be found on file (stale date, forgery, etc);
b. Voucher has already been paid; or
c. Amount of voucher differs from amount from file.
6.3 Ticket/Voucher Issuance

1. The Ticket/Voucher system shall guarantee the authenticity of any voucher generated by the
system. A suitable method to achieve this objective will be to configure the gaming machine to

use a “secure enhanced validation” method as specified in the SAS protocol.

2. The Ticket/VVoucher system shall provide the capability for the display of relevant informative

messages whenever a player-initiated ticket or voucher issuance is being processed.

EGM.

3. Validation number to be printed on a voucher can either be generated by the validation system or

4. For system generated validation number, the algorithm or method used by the validation system
to generate the voucher validation number shall guarantee uniqueness and non-repetition.

5. For gaming machine generated validation number, the validation system shall send a unique seed
to the gaming machine upon enrolling the gaming machine as voucher printing capable. The
algorithm or method used to determine the seed shall guarantee uniqueness and non-repetition.

6. The validation system shall only accept one (1) authorized voucher per valid validation number.

7. The validation system shall record the voucher information correctly and store the voucher

information into the database.

8. The Ticket/Voucher system shall record all the details associated with vouchers generated by any

gaming machines. Recommended fields to be included in a voucher are given below:
Casino/Establishment name;

a
b. Gaming machine asset number;

24

Gaming machine unigue floor location;

d. Date & time of voucher issuance in local time;
e. Amount in numeric format as well as in words;
f. Sequence number;

g. Validation number;
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h. Type of voucher being generated (cancel credit, jackpot payment, promotional voucher
etc.); and

i. Expiration period or date when the voucher will expire.

9. At any given time, the Ticket/Voucher system shall be able to identify the status of a voucher (eg:
Pending, Void, Paid, Un-paid, Locked)

10. In the event communications between the system and a gaming device is lost, the Ticket/\Voucher
system shall allow no more than one voucher to be printed.

11. The voucher shall be printed on secure stock approved by the DICJ.

12. Capability to generate off line ticket/voucher printing shall be approved by DICJ.

6.4 Ticket/Voucher System Requirements

1. The Ticket/\VVoucher system shall be designed such that the access privileges required to perform
different types of user functions shall be associated with different types of user accounts in order
to restrict access to secure and sensitive sections of the Ticket/\VVoucher system.

2. The Ticket/Voucher database shall be designed such that all the critical information generated
such as validation number, amount, status of the voucher etc. shall be stored such that it is not
possible to alter this information once it is stored in the database.

3. In the event any financial data is changed, an automated audit log shall be generated to capture
the following (at a minimum):

a. Validation number of the voucher;

b. Data element and value before change;
c. Data element and value after change;
d. Time and date of change; and

e. User (id) that performed the change.

4. The Ticket/Voucher system database shall be designed such that no single point failure of any
portion of the system would cause the loss or corruption of data.

5. The Ticket/VVoucher system shall have a capability to set an automatic validity period for vouchers

issued by a gaming machine, as approved by the DICJ. Vouchers will not be accepted by the
gaming machine beyond this period.

6. The Ticket/\Voucher system shall be designed to ensure that a power loss or a restart of any node
will not result in the loss of any voucher information or in the generation of duplicate vouchers.

7. The Ticket/\Voucher system shall have the capability to generate daily monitoring logs of user
accesses, security incidents and unusual transactions.

8. The Ticket/\VVoucher system shall have the capability to generate a report on all redeemed
vouchers.
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9. The Ticket/Voucher system shall have the capability to generate a report on all printed vouchers.
10. The Ticket/\Voucher system shall have the capability to generate a report on all expired vouchers.
11. The Ticket/Voucher system shall have the capability to generate a voucher liability report.

12. The Ticket/Voucher system shall produce an audit trail message for every user login and logouts.
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7 GLOSSARY OF TERMS AND ABBREVIATIONS

Term or Abbreviation

Description

Approval

The legal act of approving gaming equipment

System Baseline

&

A snapshot of an evolving system. The baseline also defines an envelope
around a system (defined by DICJ) of which the DICJ maintains verification
control over. For example application files within a baseline would need
approval prior to being modified, and there must be a method in place to
verify baseline files have not changed since the last approval

CMS

Central Monitoring System / Casino Management System

Communication
Controller

A system component connected to the CMCS that links and manages
communication between Venue-based Gaming Equipment and network
components, the Venue CMCS and the Host CMCS

EGM

Electronic Gaming Machine

EPROM

Electrically Programmable Read Only Memory — a storage area which may
be filled with data and information, which once written is not modifiable, and
which is retained even if there is no power applied to the machine.
Modification (erasure) is only possible by the application of an Ultra Violet
(UV) light source

Firewall

Part of a computer system or network that is designed to block
unauthorized access while permitting authorized communications

Game

A game is a set of rules that a gaming machine follows. Major constituents
of a game are rules, artwork (virtual or static and inclusive of game symbols
and paytable), winning combinations and game symbol distribution

Play

A sequence of actions and states in the gaming machine initiated by a
player through a wagering of credits and terminated when all credits
wagered have been lost or all winnings have been transferred to the
gaming machine’s total wins meter and the player’s credit meter

RAM

Random Access Memory

Return to Player (RTP)

The ratio of total wins (including progressives and other features) to the
total turnover in a game cycle (note gamble bets do not affect turnover and
total wins is only affected by the final gamble outcome)

RNG

Random Number Generator

Signature

The result from a mathematical algorithm applied to the entire contents of a
Program Storage Device or software file

Signature Key

An input parameter used in conjunction with a signature algorithm

Voucher In

A method for inserting a valid printed ticket to get the corresponding credits
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Term or Abbreviation Description

Visiiclioe Giit A 'mc.athod for redeeming the current available credits by means of
printing a ticket

Win The amount of credits (or money if applicable) that is awarded for a
winning pattern, according to the game rules
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